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Changing Passwords on Infinidat Infiniguard

The Central Password Manager enables organizations to change passwords automatically on

remote machines and store the new passwords in the Enterprise Password Vault, with no

human intervention, according to the organizational policy. This plug-in supports the changing

of passwords for users on the Infinidat Infiniguard using the REST protocol.

Installation

You will receive the InfinidatInfiniguardPlugin.zip archive from your CyberArk representative.

The following instructions show you how to install it.

Installing the Infinidat Infiniguard Plug-in

1. Log into the PVWA with an administrative account.

2. Go to Administration > Platform Management.

3. Click Import Platform. Upload the InfinidatinfiniguardPlugin.zip file.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

ADMINISTRATION  Platform Management e Overview
Terget Account Plaiomns | S Account Pt Introduction to Platorm
Na—eo Staty Management
Actve Puamorm Lanazement atons you to
a Vitw and manage techncal !\e"ﬂg;
e per platiorm  This inciudes both
!.rpc( account platforms and service
o Acount platforms (Usages)
——— A ] Sedect one Of the PGS 10 View Of
— et £s lechnical settngs. To create a
) Bt o +» new Select the sowce
P plation and cick ‘Dupiic ate’
- - Note that during the duplicabon
we . process. all exteptions on the source
~ B [Pog-in bmplementation Gude.. 1171 o . pistions il be copied
Pebey: BARMISHIn 197003 138 P 24 Fe
= -~ taon Gude... | SAM 14 h
Tl omgts.m
Flename jnprpnre shognte - A
=
Ao o
Cyber-(Drk’
Infinidat Infiniguard via REST Plug-in 2

C

CYBERARK

© Cyber-Ark Software Ltd. | http://www.CyberArk.com



Platform Configuration

e The following platform settings are given initial default values. Please check that these

match your environment or edit them accordingly .

To Edit these values navigate to :

Administration - Platform Management -> Infinidat Infiniguard - Edit-> Automatic

Password Management - Additional Policy Settings > Parameters :

Parameter

name

Default value

Description

ChainsFilePath

bin\InfinidatInfiniguardChains.xml

Configuration file of REST call

logic

To Edit these values navigate to :

Administration > Platform Management - Infinidat Infiniguard = Edit=> Automatic

Password Management - Additional Policy Settings :

Parameter o
Default value Description
name
Port to use in URL/s for
Port (empty)
password management
Yes — Use https with the URL/s
No - Use http with the URL/s
UseSSL Yes IgnoreUntrustedCertificate -
Use https, but ignore untrusted
certificate
Whether to create a debug log.
Debug No .
Useful for troubleshooting.
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Adding VMWareCloudFoundations Accounts

Adding Accounts through the Password Vault Web Access
e Create a new VMWareCloudFoundations account or use an existing one.
e  Specify the required account properties.

e If required, associate a reconcile account for the new password object

For more information about adding password objects in the Password Vault Web Access, refer

to the Privileged Account Security Implementation Guide.

General Notes

Infinidat plug-in supports the following:
e Password verification
e Password change

e Reconciliation
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